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e NEF—AER~DHN
1. ASRCERE Y hT—7 kDa—
PR THEA — L —/NiC At =%
%5,
2. PERA — LW — S ZAERA G 2
A—=NET 7 AT T+ —INED, %
NP o —-AIVICEET 5,
3. T AT 74—V NEEXE
T 5,
o R SHER A — )L —3 (K 4 12i358R
LT
Thig, AA =LY —RDOIZA )T X
WheAER Ry b U — 7 ECHEAT 5
BICRET 5o
P oot UTER L 7csendmail. cf
DO BEARNE, 9, WY —DiHD
2707 7 A ILVORERT (774 V&%
inner. mc&9 %) ¢

include ('../m4/cf. m4’)

OSTYPE (‘os-type’)

DOMAIN ( ‘generic’ )
MASQUERADE_AS (takaoka-nc. ac. jp)
MAILER (local)

MAILER (smtp)

LOCAL_-CONFIG

# Japan local time

OtJST-9

# Firewall definition

D (FW) firewall. takaoka-nc. ac. jp
D (IP) firewall-IP_address

# Local host names

Cw hostnamel hostname?2. ..

SIT, ASY v M RGBT E S
WA B EEERY Bo KT, firewall IP-

address\d 7 7 4 7+ —LVORBH v k-

T—21lBFBIPTRLADEKRTH 5,
ST, T AT I A—ILDLHEIET P

i 4

T RUZEEINT A< 70s LTFWEITP
AEZ TOABMIIEED A — LY —/NDEKTE
EEDHL YNV, TDinner. me”7 7 A LI
md< 7 axFi->TWADT, mdaI< /KT
ERL, Bonic7 7 14 ILDE&Hi%inner. cf
ET 5,

inner. cfDIL— )Ly b 0F A —IVELE
I—Vxv b ERETHEITHLEHL, Y
E— b KRR MCBETEEAPRROLD K
o> TW3 b—IbDlhs &rhs DRI AR
27 T TXYAN, FRO#ELE IITR
HITLTW3B) :

# handle numeric address spec
Ré+ < @ [$+] > §x
$tesmtp $@ [ $2] $: $1 < @ [$2] > $3

# deal with other remote names
R$x < @$x > $*
$#tesmtp $@ $2 $:81 < @ $2 > $3

INSHIEFA=IFRADKRZ MCEHEA —
WAEEBILDDFERTH DB, TDA—IN%
Ty AT T+ =S g5 c0icid, %
DHEDKRRA N EIRTRERDELIICT 747
T —INEFERINT LD

# handle numeric address spec
R$» <@ [$+] > $=
$#tesmtp $@ [${IP}] $: §1 < @ [$2] >$3

# deal with other remote names
R+ < @%+ > $x
$#esmtp $@ ${FW} $: $1<@ $2>$3

iz, A A — IVt —"Dme7 7 £ ILD
FELITICRd (774 )% ldouter. me
45):

include (°../m4/cf. m4’ )
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OSTYPE (‘os-type’)
DOMAIN ( ‘generic’)
MAILER (local)
MAILER (smtp)

LOCAL-CONFIG

# Japan local time

OtJST-9

# Firewall definition

D (FW) firewall.takaoka-nc. ac. jp
# Define local user names

CL root namel name?. ..

# Local host names

Cw hostnamel hostname?. ..

IIT, 457Uy 7&K, BUEXFICE
EMABILEEK]T S, BB, 7T ALIC
i, AEA =Lt —" ETo—AIIMCEEL
feha—H¥g (D0, A7 AKEEL R
FxHB7.DHDER) Eiddkd b,

outer. mc”7 7 A )VEmi4a< v N TREH
LTiESNKT 7 4 )L %outer.cf & T 5,
outer. fOXEDELIILITD®ED -

/S AWTERLIcO—HIN KX
= LEIC3a—HLDA—-FT
BiE€ 3, SMTPTZ7 A4 7 74—
~NiE Do

outer. mecDJI)I—Ibty 0TV I Awk
D—HEEN OO —HNEEERELTVS
& LIMICRY

# short circuit local delivery so for-
# warded mail works
R$+<@ §=w. > $#local §: $1

# handle locally delivered names
RE+ $#local $: $1

INE, T7 4T T+ —INELLHIE
B35

# short circuit local delivery so for-
# warded mail works
R$+ <@ $=w. >

$ttesmtp $@ ${FW} $: $1<@ $m . >

# handle locally delivered names
R$+
$#esmtp $@ ${FW} $: $1<@ $m . >

4.3 DeleGateMi%

1 TERR Y b7 =27 LDDeleGate
SpecialistidDeleGate GeneralistZ#5H L
TMountiZ L AHTTPDH#kE POP Dk
11189, JORERER S IIRT

KX A
r _________________ 3
| [HTTP Spediaiist | | POP Speciatist }
——— ——. —_———— e ———— 1
2 S T
KA B

———— Generalist —_——
RBx b L

ABWWW POPH —/¢

Y —/%

AR IC KA D

5 DeleGatel & 5k

C I T, SpecialistidfFED T o b aLT
74T v hEERL, 75147 hEY—
NEITY VRNV ARY ZE KT B
DeleGate TH D, Generalisti3fEE D Spe-
cialist & DeleGateEH D 71 b 2 )L THRR
L. WZxzxb /ARy 25T 5
DeleGateZ &9 57,

R Z b BDGeneralistDEEEN I LI T D &
DUTATIED ¢

(Generalist)
delegated ~Pportnumber \
RELIABLE =hostA
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ZIZT, RELIABLEDISEIZ KA FANS
DY IV IAMDAZIFDIFHIEEEKDT,

iz, A BMADHTTP Specialist R
POP Specialist D& AL ILITO@ED T
»H5

(HTTP Specialist)
delegated ~Pportnumber \
SERVER=nhttp://hostA :portnumber \
MASTER=hostB:portnumber \
MOUNT="/dirl/= http://hostC/dir2/+" \
(= v bga¥IZTERTS)
PERMIT=1x: x . »

(POP Specialist)
delegated -Pportnumber \
SERVER=pop://hostD:110 \
MASTER =hostB:portnumber \
PERMIT=x: = : *
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BLTTEBIEFEEHIDILL BRI
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B,
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4
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Design and implementation of a network
which integrates the ability of protecting
and providing inner information to the outside

Kiyoshi1 KONDO

(Received May 28, 1997)

ABSTRACT

A network which can provide inner information to the outside while maintaining secure
access from outer networks was designed and implemented. The network was divided by a
firewall into the inside and the perimeter, each having their own name server, mail server
and WWW server. By intergating these servers, a transparent envitonment which allows
users to access outer networks almost without noticing the firewall could be built. The
change of the user environment as well as the re-configuration of servers,client PCs and

network instruments after the introduction of the firewall was minimized.
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