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aaa group server radius local_eap 

 server 160.26.XX.YY auth-port 1812 acct-port 

1813 

aaa group server radius guest_eap 

 server 160.26.XX.ZZ auth-port 1812 acct-port 

1813 

aaa authentication login local_eap group local_eap 

aaa authentication login guest_eap group 

guest_eap

!

dot11 ssid ITC 

   vlan 220 

   authentication open eap local_eap 

   authentication network-eap local_eap 

   authentication key-management wpa 

   mbssid guest-mode 

!

interface Dot11Radio0 

 encryption vlan 220 mode ciphers tkip 

 encryption vlan 820 mode ciphers aes-ccm 

 ssid ITC 

 ssid tym-guest 

mbssid 

!

 encapsulation dot1Q 220 

 no ip route-cache 

 bridge-group 220 

 bridge-group 220 subscriber-loop-control 

 bridge-group 220 block-unknown-source 

 no bridge-group 220 source-learning 

 no bridge-group 220 unicast-flooding 

 bridge-group 220 spanning-disabled ����
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interface GigabitEthernet0/YY 

 switchport trunk encapsulation dot1q� � �

 switchport trunk native vlan 100 

 switchport mode trunk 

Radius -log

Thu Sep 10 09:25:56 2009 : Auth: Login OK: 

[gutAAA/<via Auth-Type = EAP>] (from 

client edu1_1F-117Room port 1660 cli 

0000.1234.WXYZ) 

DHCP -log

Sep 10 09:25:56 dhcpsv dhcpd: DHCPACK on 

160.26.YY.XXX to 00:00:12:34:WX:YZ(hoge) 

via 160.26.WW.VVV 
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