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Abstract: The security of information is a key problem in the development of 

network technology. The basic requirements of security of information clearly 

include confidentiality, integrity, authentication and non-repudiation. This 

paper proposes a network security model that is composed of security system, 

security connection and communication, and key management. The model car

ries out encrypting, decrypting, signature and ensures confidentiality, integ

rity, authentication and non-repudiation. Finally, the paper analyses the merits 

of the model. 
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1 . Introduction 

We live in a world of computer and elec

tronic network. Governments and businesses 

rely heavily on computerized processes for 

most, if not all, of their day-to-day activities. 

Citizens sending E-mails from their home com

puter, head office communicating with branch 

plants, and nations sharing critical information 

all contribute to the skyrocketing increase in 

Internet usage. It is the Internet that is well 

on the way to becoming the primary platform 

for global commerce and communications. The 

very openness that has encouraged the 

Internet's explosive_ growth, however, also 

makes it difficult to ensure that Internet 

secure. Before committing their sensitive com

munications to the Internet, users require spe

cific assurances: protecting privacy by ensuring 

that electronic communications are not inter

cepted and read by unauthorized persons; as

surmg the integrity of electronic 

communications by ensuring that they are not 

altered during communication; verifying the 

identity of the parties involved in an electronic 

communication; ensuring that no party in

volved in an electronic communication can deny 

their involvement in the communication. In a 

·word, secure Internet needs confidentiality, in

tegrity, authentication and non-repudiation. 
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2 . Cryptography technology[11[21 

Cryptography technology is a key technol

ogy that can ensure the secure transmission of 

information and end-to,;end security of the 

communication. 

An encryption algorithm 1s a procedure 

which takes the original message (plaintext) 

and a small piece of information arranged in 

advance between sender and recipient (the key) 

and creates an encoded version of the message 

(the cipher text).There are two kinds of crypto

graphic algorithm: the private key algorithm 

(symmetrical algorithm) [IJ and the public key 

cryptographic algorithm (asymmetrical algo

rithm) l2l. In the private key algorithm, the en

cryption key is the same to the decryption key, 

if sender and recipient want to exchange en

crypted information, they both need to possess 

one private key, which is kept secretly between 

them. This key is needed for both encryption 

and decryption of the message. So the security 

depends on the same secretly key shared by 

both sides. The best-known and most widely 

used private key algorithm is the U.S. Data 

Encryption Standard (DES). 

But in the public key algorithm, the encryp

tion key (the public key), is significantly differ

ent from the decryption key (the private key). 

The public key is used to encrypt a message 

and the private is kept secret, Every persori 

has a unique key pairs, for example, everyone 

can encrypt message to recipient with recipi

ent's public key, but only recipient will be ca

pable of decrypting the message, by using its 

secret key. The security depends on the fact 

that it is computationally impossible to at

tempt to derive the private key from the public 

key. RSA is a famous public key algorithm. 

Cryptography allows data to be transmitted 

across a vast public network such as the 

Internet while preserving the confidentiality of 

its contents. Message digest function aims 

to prevent anybody from altering the data, so 

it can keep the integrality of information . . A 

typical message digest function (commonly is a 

one-way hash function) takes a variable-length 

message and produces a exclusive fixed-length 

hash. Given the hash it is computationally im

possible to find a message with that hash, in 

fact one can't determine any usable informa

tion about a message with that hash, not even 

a single bit. It's also computationally impossi

ble to determine two messages which produce 

the same hash. Changing even a single letter 

of information would cause the message digest 

to become completely different. The best com

monly used message digest function is MD5, it 

produces a 128-bit hash, 

For guaranteeing somebody's identity and 

preventing somebody from denying his dealing, 

we must use digital signature technology. 

Digital signature can be used to uniquely sign 

an electronic document. Similar to the RSA 

public key algorithm, but this time using the 

private key to encrypt the electronic document, 

as long as you don't let anybody know what 

your private key is, it will take impossibly 

large amounts of computing power to forge 

your digital signature. It is an extremely good 

idea to sign electronic documents by using 

your private key to encrypt the message digest 

of the document. A message digest is a rela

tively short block of numbers . that prevents 

anybody from altering you document. 
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3 . Design and realization of 

network security model 

3.1 The architecture of model 

Now, we can use the technologies mentioned 

to design a network security model that pro

vides all operation. The model consists of three 

parts: security system, network connection and 

data transmission, key management. The 

model architecture is shown in Fig.l. 

A B 
secure· connection 

authentication authentication 

encryption secure transmission encryption 
of information 

decryption decryption 

signature signature 

+---+ 
Key 

� secure manage me secure 

algorithm algorithm 

library library 

Fig.l: The architecture of model 

Security system is a mixed encryption sys

tem including private encryption algorithm 

DES, public encryption algorithm RSA, mes

sage digest function MD5, algorithm for gener

ating key and algorithm for producing random 

number. It is the main provider of security 

functionl314I5l. 

As the network connection and data trans

mission, when both sides want to communicate 

with each other, they must transmit the infor

mation of authentication to guarantee identity 

of each other according to authentication pro

tocol. After successful authentication, both 

sides can transmit data[6l.-

Key management has several basic functions 

including key generating, registration, storing, 

distribution, retrieving, updating and revoca

tion. It runs through whole process of infor

mation transmission. This model adopts 

distributed key management scheme, in which 

every user generates his own key pairs. The 
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key distributed center (KDC) manages all the 

generated public keys of users, but the gener

ated private key is kept by themselves. Every 

local network's user group has a KDC that is 

called local KDC. The local KDCs directly man

ages each user of the local network's user 

group. If a lot of local networks are intercon

nected, all the local KDC are also intercon

nected and form the structure like a tree[7]. 

Fig.2 :The structure of distributed KDC 

In the figure, the leaf node denotes user. 

Each KDC contains lower level KDC and users. 

Higher level KDC looks lower level KDCs as 

common users. 

KDC has several functions: 

1: Key registration: Adding the public key 

of new users to the address list of KDC 

after checking up the user's identity. 

2.: Key Updating: When KDC receives 

user's requirement of updating public key, 

KDC then accepts the public key which 

user has produced and updates the user 

public key list. 

3: Key retrieving: When KDC receives 

user's requirement of retrieving public key, 

KDC returns the corresponding public key 

by the way of recursive retrieving. 

4: Key revocation: When KDC receives 

user's requirement of public key revoc_a

tion, KDC then delete is the corresponding 

public key and the item of address list. 
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4. Security layer of the model 

Internet bases on TCP /IP protocols including 

application layer, transport layer, Internet 

layer and network interface layer. This model 

adds a "security layer" between application 

layer and transport layer as shown in Fig.3. 

All the security functions are carried out by 

the security layer. The information transmis

sion bases on TCP protocol that is connection

oriented. 

interface 

Fig.3: The model of the a "security layer" 

between application layer and transport layer 

The best thing about all these encryption, 

decryption, verifying and authenticating proc

esses is that "security layer" does them all 

transparently, so that both sides receive the 

assurances they need without having actually 

to engage in computations themselves. 

5 . The process of the model 

5.1 Getting the public key of both sides 

The public keys are placed in the KDC, so if 

user A wants to communicate with user B, A 

at first he will find out what B's public key is, 

so he will send a request to the key server 

(KDC) to get the public key. 

The process of getting the public key of each 

other 1s: at first, A sends a request to the 

KDC to get B's public key, then KDC re

searches the address of B in the local address 

list. If KDC finds B, it indicates that A and B 

belong to the same user group managed by 

KDC. So KDC returns B's public key to A, at 

the same time, it returns A's public key to B. 

Else if KDC does not find B in the local ad

dress list, it indicates that B belongs to other 

user group. In this case, the request of getting 

public key is handed on through every layer of 

distributed KDC by the recursive way until 

local KDC that manages the B directly is 

found. Then the local KDC returns B's public 

key to A and returns A's public key to B. So 

both sides get the public key of the other side. 

5.2 setting up the security connection 

Having got the recipient's public key, authen

tication information is transmitted between 

sender (A) and recipient (B). The whole process 

is shown in Fig.4. 

SKA(Rl) and PKB(R2) 
� 

PKA(Rl E9 R2) and SKB(R3) 
A � B ..... 

PKB(R3) 
� 

Fig.4: The process of identity authentication 

- 8 -



First, sender generates two random numbers 

Rl and R2, then encrypts Rl using his own 

private key SKA and encrypts R2 using recipi

ent's public key PBK. The results of encryption 

are SKA (Rl) and PKB (R2) and sender sends 

SKA (Rl) and PKB (R2) . 

Next, when having received the SKA (Rl) 

and PKB (R2) , recipient decrypts SKA (Rl) 

using sender's public key PKA and decrypts 

PKB (R2) using his own private key SKB, the 

results of decryption are PKA (SKA (Rl) ) 

=Rl and SKB (PKB (R2) ) =R2. Then the re

cipient generates a random number R3, and en

crypts (RlEB R2) using sender's public key 

PKA and encrypts R3 using his own private 

key SKB . The results of encryption are PKA 

(R1E8R2) and SKB (R3) , and recipient sends 

PKA (R1E8R2) and SKB (R3) . 

Finally, when having received the PKA (Rl 

E8R2) and SKB (R3) , sender decrypts PKA 

(R1E8R2) using his own private key and de

crypts SKB (R3) using recipient's public key, 

the results of decryption are R and R3. If R 

equals the original number (RlEB R2), then 

sender encrypts R3 using recipient's public key, 

the result of encryption is PKB (R3) , else 

sender breaks the connection· and stops commu

nication because it indicates that "recipient" is 

not a real person with which sender wants to 

communicate. When recipient recieves the PKB 

(R3) , he decrypts it using his own private 

key, if the result of decryption equals original 

number R3, recipient thinks the "sender" is a 

real person with which he wants to communi

cate, else he breaks the connection. 

Sender encrypts the message using recipient's 

public key. Because recipient keeps his own pri

vate key, only he can successfully decrypts the 

message. Sender signs the message using his 

own Private key, so recipient can identify the 

source of information. The whole process of 

handshake completes the authentication. 
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5.3 Data transmission 

Data transmission is based on TCP protocol 

that is connection-oriented. The whole data 

process includes encryption, signature, decryp

tion and validation and ensures confidentiality, 

integrity, authentication and non-repudiation. 

Sender applies MD5 algorithm to the mes

sage, converting it to a fix-length (128 bit) 

string called a message digest. This message 

digest acts as a "digital fingerprint" of the 

original message. If the original message is 

changed in any way, it will not produce the 

same message digest when the hash function is 

applied. Sender encrypts the message digest 

using his private key, and produces a digital 

signature of the message. 

Then he encrypts the message to which the 

digital signature is "attached" using a one-use 

private key (the session key) that has been ran

domly generated specifically for the message 

and gets the digitally signed, encrypted mes

sage. And, he encrypts the session key using 

recipient's public key. Since the message

specific private key (the session key) is typi

cally small in comparison with the message, 

the combined encryption approach provides the 

speed benefits of private key encryption along 

with the manageability of public key encryp

tion. 

Finally he transmits the digitally signed, en

crypted message and the encrypted session key. 

When recipient receives the digitally signed, 

encrypted message and the encrypted session 

key, he firstly uses his private key to decrypt 

the encrypted session key. Then he uses the 

session key to decrypt the digitally signed, en

crypted message. As only his private key can 

decrypt a message encrypted with his public 

key, the confidentiality of the message is as

sured. 

Recipient then uses sender's public key to de

crypt the digital signature, revealing the mes

sage digest. Since only sender's public key can 

decrypt the digital signature, he is able to 
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verify that sender is the true sender of the 

message. To verify the message content, 

Recipient applies the same MD5 algorithm to 

the message he received from sender. The mes

sage digests should be identical. If they are, re

cipient knows the message has not been 

cha1;1ged and he is assured of its integrity. 

The whole process of data transmission 1s 

shown in Fig.5. 

The ptivate key of sender 

Fig.5: The whole process of data transmission 

6. Conclusions 

The proposed network security model has 

following merits: 

(1) The model introduces the secure function 

smoothly. Some security schemes introduce the 

secure function at IP layer or TCP layer. IP is 

oriented to connectionless, so it is unreliable 

and the diagrams arrive out of order. TCP is 

oriented to connection and reliable, but TCP 

protocol itself will be changed if secure func

tion is introduced at TCP layer. This model 

adds a "security layer" between application 

layer and transport layer, so all the protocols 

needn't be changed. Security layer performs en

cryption, decryption and identity-verifying 

functions invisibly to both communication 

sides, while ensuring that their communication 

is nearly as private and secure as a face-to-face 

meeting, so all operation is transparent and 

seamless. 

(2) Inherent disadvantage in private key 

encryption is the problem of secure distribu

tion. For example, if someone want to send 

other person an encrypted message, he has to 

securely send the other side the secret key 

first. This creates a chicken-and-egg dilemma: 

to set up a secure communication system, he 

needs a secure communication system. Public 

key encryption solves this problem using key 

pairs. Data encrypted with one key in the pair 

is decrypted using the other key. Thus we can 

encrypt the message with recipient's public key 

which, as its name implies, is not a secret. 

Decryption requires recipient's private key, 

which only recipient possess. At the same time, 

the private key algorithm is very quick, but 

the public key algorithm itself is very slow. So 

we use the private key algorithm-DES to en

crypt the long message, and use the public Key 

algorithm-RSA to distribute the key of the pri

vate key algorithm. 

It is an extremely good idea to sign the long 

message by using the private key to encrypt 

the message digest of the message. For a mes

sage digest is a relatively short block of num

bers that prevents anybody from altering your 

message, so the speed of signature is hisher. 

(3) The proposed model adopts a simple and 

secure one-use session key mode. Before trans

mission data in the common encryption sys

tem, both sides must exchange the session key. 

This model uses different session key that has 

been randomly generated and transmitted with 

the encrypted message in different data trans

mission presses. So the model avoids the ses

swn key exchanging. This improves the 

security of the system, because next data 

transmission does not be effected in case of the 

session key leaks. At the same time, when one 

session is completed, session key needs not to 

be restored, which makes key management eas

ier and simpler. 

(4) The model has a secure, and greatly effi

cient key management scheme. Centralized key 

management scheme commonly used m 
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practical distributes the user's key through 

channel which must be secure. Users' public 

key and, specially, private key are generated 

by key management center, which then distrib

utes the key to users, so the key management 

center interposes users' privacy and can be 

easy to counterfeit users' identity. All users 

must communicate with the key management 

center, so all private information of users can 

be wiretapped, at the same time, the communi

cation burden of the key management center is 

so high that it becomes bottleneck of communi

cation. This model adopts distributed key man

agement scheme in which every user produces 

his own key pairs, and the public keys of users 

in every user group are managed by distrib

uted KDC, but users' private keys are produced 

and managed by themselves, which protects 

privacy of users. At the same time, there is no 

central node in the distributed KDC, so it has 

no the problem of bottleneck of communica

tion. 
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