PortScan &2 5D £ 2V 7 4 IR

RO REE L v 2 — iy

-

YA N—EAHFERNRREE LGRS T, EIC, K¥ETH A4 N —E
R EESREL CWET, P A AN—WBOFEELZ RRICH CERIIBRT 272012,
RETEFNAE T F 2 ) 74 AEEZEHIAToTCnE S,

AFETIX, A4 N—KBOTER DB~ 9 2T, HEOHE L FERICOWTHIHL 3,
RBIC, YA NIRRT 3 -0ICb BRI L 2B RnET,

1. KB

2017 455 WannaCry & Z OJRAEM 7%
DAy 7 — 7 THELS %5 Ransomware
(BPL-avea—2DffeT — &~
DT 7 A%GRL., Z OFIR%ZFERT 2
7=9icit. B4 Ransom) Z K+ L5 &
TN Y 2T) P EIRS T T,
WannaCry X, ¥ 2V 74ICaXbzp
FTn2 3T ORBERA Y7 TRERLY
CHRERL, A N OERME I L .
DaFfo TR AL R L L7,

I HIC, ILFEDWEL, PC Y — 721
ENRICL72d 02T TR, Ay BT
— 7 It X 7z IoT (Internet of Things)
LIS & v — R RYER S X T LT
EICD Z DWRBIEH > T E T,

IhooREDHITIE, ERELFT
EHAEBTo TR B A4 N—RLEF
NTw3EEbhsh, b DKEICH
g2z L BRIk bhTnE T,

IoT HEER~DOUCEAIEM L T\ 2 B 1%,

& Ay IMY—JIKEHINTHIKERD
HENE D% K TroTnB T b

® PCOH—NITHART 2F2 VT 4%
ERfTbN TR WIEAEDLL I &

o EWMKEL kY, woThFHA

fEchsrl
BRERBTONTE T, I 5T, WEIK
L. RO NT IoT Hdnit. o~
DIEPEHEIET X ) EROWEZR IR £,
INF 2581, Ao BOL&S Hi
1. ok (] Z213, Mirai 72 &) ~DIK
BoLadbd o T,

BIE QWA 2 ThW 32 ERIZ. 2hd
o ONT W2 [oT Hdah O DI )Y
ATCnET e —20EREE Lo THET,

2. RE~OUEEDFELH

P AN—KEIARFIIRHLTHFRELT
BY. EFED IoT Hdr~DBIERI & L T,
2013 FEiC, AL D7) v &R B R IEICH]
HAEhaHFB8FELE L7, ZOFEHNIL,
EHNH T v RICRIECEES N,
ANONYMOUS ou = (1) AAARICH
hanzboTd,

ZDWEEZF, BAIIC Firewall DFE
HELEZITVWE LR, SHROKEL L
BEETEEREZ DL, FHEREKRS
BRITRT 3 2 HRBER 7 B8 72 B 0 S & AT 5 4
BWRH B EIFHHTL 72,

- 25~



W

ANONYMOUS

d3sb=E7aceo00zadadas

B4 1 xR
3. PortScan &

HazMNEE LRI DD—D
25, FHNOWERICHT 2 F 2 7 41K
TLEEIAELTIDDOTLA, EEEH
BT LT, FHKERCHRLT
PortScan LI 2 FEZ@EHL £ L7,
PortScan (Z 528 ICHERR LlfE 21T\, B
DIERCHETIEEF 23 2 FiEkTd, <
DFEF, FEEO VA N —KECcHFH X
NTW3b0TH Y., WEEH L FKRD

DIFEZ@EL

o YN H % FER D EREINIE

ZHME L, ZOEEREZT,

o JEFAIRETH B C LRI EEE ~
DA

ZITH) 2 ETH¥HDOEFXF 2 T4 L_AD

mEzkD>FE L,

FRRITIT o 72 PortScan Fiki%, DL 0
hCTI,
FIF Scanner
Tenable 1% Nessus Professional ik
WG — L
AR PCIDSS ZHIH L. —##5 71 A % L
WSAR—F Al Port
4. FRERE

Z PortScan 1%, 2014 F2 Skl L TFE
X CTH Y., Nessus IZ X Y X7
S OEIIX 2 D@ Y T¢I,

Nessusi®& A1FEL

5000
4500
4000
3500
3000

P

/\

2500
2000
1500
1000

500 I
0

2014 2015

Critical High

X 2

Medium

2016 2017 2018

e 1 52 | PE

. | ow

Nessus HAIFEEL

- 26 -



GRS

100

80

60

4

(e}

2

o

2014 2015

2016

2017 2018

m Critical m High

3 HEIALKL

PortScan #1719 &, IP #iC OS F D&
HRT T, 2D IP 2RI L T 28R D
Megatt B cE 2% 74 L
AT 23~ 2 2 T £, Mgtk
X, ZDfEMRE 2 S Critical, High,Medius,
Low I3 E LT 3, FFIC Critical & It
INDHDITWENEGTHY RN
RO RE LRI N D DT,

PortScan IZ X D M1 X 415 x5 1P £l
3500 BHitk & o T T, FABFEICLD,
Z ORIAEBIRKECLZL T2 DI,
PortScan 23 {ThH 2 AT IC X D % O FfE)
LTwa&HORBBIRESCL[LTH S
6 TI, 72, 41 2014 £ HED 4000
BEEZTYS DR, FENRICHER LAN
DZEMZMATWE L7, 2015 FFFHEL2 S
X, BERDOANED Y L V72D RHH
BRAFL T E T,

AR b, TR EE R L T
W B IRER DS —EBAFE L T B 2 & 3

LT3, HEE R S 1, fassttom,
BRI fERE 235y Critical oEUIEA LT
BY. I oS K E 22 IR E
LTwinZ tbrh 9,

MeggtE iz BHHFT LSRRI TED ¥
WTHRIN I N2 HBZ L TR D,
HHREHEYICE X2 ) T4 MR fThR
TWHRETHL LEZLNT T,

¥ 72, 2018 FFOFHETIZ, —HD IP 7
FLrxiexwtL<, 7710
ID/Password TD 7T 7 & ZAMEE DT FE L
7eo TOMEDHER, FNPLDT 7 £ AT
H Y LI BYER Y X T LOEARK
CREIN T I HERAZ DT — X 2L
JCEDLLPHERTEE L,

PortScan D55 % 521 T, Critical ® 3
T ¢ High o—#loffiggteostt &7z d
DICMA T, Lito 7 —2BEICBIL T,
CIO 2> b, Mamgikicnts 2@ (X 4) %17
W¥ L7,

- 27 -



IPFFL-A:160.2¢ 2

(&%)
ln;l\i‘ware Security Updates for wCenter Server (WMSA—2014-0008)
The remote host has a virtualization management application installedthat is affected by multiple security
wulnerabilities
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Upgrade to ViMware vCenter Server 5.5u2 or later
(B FEEIR)
VMware vCenter Server@ s i—3 5502l FIZF T L—FT 5.
[#=URL]
http/ Swww. vmware.com./ security advisories /VMSA-201 4—0006_htmil
[ﬁ%t;p lists. vmware com./ pipermail/security—announce. 2014./000260_htmi
The wersion of VMware wCenter installed on the remote host is 5.5prior to Update 2. It is. therefore,
affected by multiple third partylibrary vulnerabilities : — The bundled version of Apache Struts contains a
code execution flaw. (CVE—-2014-0114) — The bundied tc—server / Apache Tomcat contains multiple

issues. (CVE-2013-4590. CVE-2013—-4322, and CVE-2014-0050) — The bundled version of Oracle JRE
is prior to 1.7.055 and thus is affected by muiltiple vulnerabilities.
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