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user:*:200:500:: \
/home/ftponly/./user:/etc/ftponly

( /etc/group file )
ftpgrp:*:500:
( /etc/ftpaccess file )

guestgroup ftpgrp

K4 :ftipD7 7 ¥ ZHIR

K412 wu-ftpd BT 3R/ EMME R T
/etc/passwd KU /etc/group 7 7 4 LTS,
FMAZEDTHY 7 b % “user”, Y L—T%
“ftpgrp” & LTV 5%,  /etc/ftpaccess 7 7 1



44 i

M1z, “guestgroup ftpgrp” LIEET 5 I & T,
FIFA# X “/home/ftponly” 7 4 L' 7 k) & D

LK?&tXf%&<&énik&Wﬁ%®\
Yz h& UTEELEV “etc/ftponly” &1 X
LEEOREMAE T,

E¥ %2 &, FIAFIITELNET %% %<
%%, UhLU, TELNETZ{HEX 5\ & FlfHE
NERT/ZAT—FEEBETELELL LD
T, Web L2 6527 - FAEET (Y-
EERL L 7- GESETRH), X9, #EmDOHI¥y A
5, ROFICIIEEST#IFA L, MAME X
FRD “\N'TEbL, LBROKDDOHRE
T ANLRAs )T P TERBROERLELH
Vw3, -

g BRAY M7 EIZEF YT 4
DFNC L VR H>TRAERITLE, /3R
- FOZERTEbLIAEL, £7-, TCP
WrapperiZ &k 5 7 7 £ 2@ SRR EL &
AOTC, @—Fw b7—2LT1OTELHF
2V TF APV EELENWI L NEE
Tdhb,

( access.conf file )

<Directory /home/httpd/html/adm>
Satisfy all

order deny,allow

allow from .domainl.ac.jp

allow from .domain2.co.jp

allow from .domein3.ne.jp

Authtype Basic

AuthName wwwadmin

AuthUserFile /etc/www/wwwadmin
require valid-user
</Directory>
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2. /var/log/secure

3. /var/log/messages
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#! /bin/bash

{ init.sh

echo "Initializing Set UID & Set GID files ..."

find / -user root -perm -4000 -printf *$p %Cx\n" \
> /var/log/suid.txt

find / -group kmem -perm -2000 -printf "$p $Cx\n® \
> [var/log/sgid.txt

echo "done

#! /bin/bash
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echo "Checking Set UID & Set GID files ..."
find / ~user root -perm -4000 -printf "$p $Cx\n" \
| diff /var/log/suid.txt -
find / -group kmem -perm -2000 -printf "$p %Cx\n" \
| diff /var/log/sgid.txt -
echo "done"
echo "Checking Doubtful Names ..."
find / -name ".["0-9a-zA-Z]*® -print | cat -v
echo “done"
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cd /

tar ——verify -cf /dev/st0 \
-X /etc/tar_exclude/root . \
> /var/log/bup_root

B9 w27y T 2507 O

I T 9 THhEBRNTET4LI P YRT 7
ANGETLEWT S, £, NV T4 &N
#ESRIX /var/log/bup_root 7 7 £ LIZECER X
hd&51l-5Tn%, ZOXZ YT MK
cron (B L, RHINICEITEI NS,

5 N2 — NERY —ILDOIERL

5.1 fER DR

TELNET# R T & WL —i%FIHZ A 82
77— FEEATEET S92, Web Enr b
INAT— FEEET L2800 - LhipEL
b, ZODEH3EY—-NLELTL /INAT—
Fa<> F&CGHEHTHET§ Sxpasswd
b BN, BTLEHFITHEALADOSP/ S —
UavizHip LY Tuwan, passwda @
YEFOHIZOSRNN =TV g ViZkHoTEM
PNENRD B0, ZONTBEREFIHT S
MNHEDY 7 b E#FL TOL DIIKREFRA
»hb,

—7, B DLinuxZFD o 7' 4 VBRI,
PAM " IZHEHL U /- EHER) 2 BGE A A RO
bnB &Ik ->TES, ZIT,/827—
Fa<y FCidn<, LinuxPAM OB ™ %
BT, Web EA 653297 — FAZEEY
5V —=LEER L, PAMOBEK*FIFHY
BIeTTus 7 LNERICIED, £X)
T A B L TR B A A DAL fEFRME A
brakBEbhs,

527075 LOBIE

K102/ 827 — FEEY - L TRE X h 3
Tar s LADFHNERT,

Web# —23v& U THV /- Apache-1.3.6 {3,

(I+—=LAN:HTML)

o aA—-¥4, BNRAD—F
BINAD—EDAH

Y

(CG I:87nER)

J+—LT—80OFa—F
FIateADOHER
FIntEREDTF—4TH
R3h & LR OB

4

NneI=&d
TR

(¥7o+X) |

PAMBIRICZE D
NR)— FRBEORLT

X10: Fus 3 a0FA

tF* 1Y T 4 LOBEHMS root 12 setuid L
27us 5 LECGIE LTEFTH I L &5
LThkn, —H, 7827 —-FE2EET 5
PAMBE%( T & % pam_chauthtok() i rootHEfR
HRFIIETTE L. £ T, K100 &
I, L — RO T 2+ X & CGIL
LTEITFL, 2OHETat 2» 5 root 2
setuid L 7= 71 7" 4 %&fork/exec L CTELT
THIEIZLT,

tF VT4 EELEESRED, BT ot
2L KEBCCIT s I AIFCEEB TR 7,

Hrotxxt 7o A0 TRIBRENS
F=2IIUTORDTH S :

L7tz —»FS ot

(@ 1—¥%4%

®) 1B/ S27—F

(OF:PAVS/EN

2. ut X - @H{S otz

(@ 1—YEZDF v IR

(b) PAMBEB A NI T B X v & — 2



48 ' by

A, Tt 2TR, Ahdhlka-¥4
2F 2y 2 UG FHELEVI-FHRUX
__/ﬁ’——:L-—ﬂ“Z“(lr'oot)ti%l‘}f)ﬁ runkHic
LT3, .

E178
LEE 44 7ar @1
21—-H4, lE]/ﬁzv—b ﬁ/\;{‘?-—bﬂ)]\ﬁ

2. Ef %%(llz)

BEY A TOS

;—*f& ]

mﬁmm%%
FLILYTR I~

i

{current) UNIX password:

New UNIX password:

BAD PASSWORD: is too similiar to the old one
SRR FERICRBLELE,

Changing password for kondo

X12 @ ETREROH

EITRRIL, BEFOTuL ABTOF -4
DR LD EED, BTk AT 5,

##

6 KSoTF1PICL2ES

KowT |
WROHIBAES Y T 4 7RI — T Tl
T3 LIck3BEPRESIZON
T%"F‘;‘%D :

6.1 tXxaVFr1\OEE

T4FREE ZOMHE
LX) TFHIZHTEAFAmEE, RO
EENERE L 5 TN5 -

1. 755 5 DtelnetFIc L A7 71 X
2. BB OERE .
3.EEEFEOLN L NLDIEEDE

ZNEDEFRIZED, £F 2 )74 BMET
TAEEEOSZHBEZLTISIRY !

L EROERENNEN ST I X ATEHT
72X AFEOKNRHPIEL B, Fx v
PR 5B |

2. BB DERENFEEHTERER LT L
30T, EOERIMUDEREIZE T
tFa2) 74 DETE2BIBIhHH S

3. 2A—3— 21— Y ORERTHRIEIES 2765
M b B

BHE 112x$ L Tid, TCP WrapperFiZ &k 5
7o AFBOTF -4 EELL EHTS, 0
SERARILT2EORELE L EVENRD B,
72, 100 — N -4 EHTHIEHERY
BERL T, 727 2 2G0T BN S E DIz
L EVWE I ICRET A ZEBEMER
bhsb,

HH 2 RO 3L T, 20— TO/T
DAIL=r—LavEFERICTHELY
12, 3L L & — mﬁétwmiaﬁﬁ
DBEIZE B,



KTV T4 THEETEIA LV E—F 9 b - HF—=DEF 1) F 1 FH 49

75 AE

tdx ) F4icdd 57T 2@, HEIC
Bo7-HEIPCERMTEDLIESIHTH
5, —ADBVIIPBORLC LD XFHEICH
ZEMEBEOHBAIX, FAL LS LEBERETD
579, EHOBEASEThRT VW, FERIC
A 8—=32 9 bDEDBANRD-mE X,
BN BBIZK VW=D EFEELUNDES ~
FATEBE TS, DT 7 AEHE»
KhkEWkEI16h5,

6.2 BFIEEODHER

K7/ T4 TERBERE > -RAOEMIZ
AT LEBORR A THD, KTV T~
TEBERTOMERIZ KIS S L, KXk
R OEHEEENEFTHILICL
DEROFENER I AIZS W, ZIT, %
HEBOEBIZFESEL L, A—-) V7Y X b
ERALIBIDI -7 4 Y 7OHRTEIXRTERE
THhHEE 512,

Sk, BICEBEE S L - TORBEMNEAL
JAIE, Y= —DKEMmMTs I L
THRINDZDT, TS EEELEBLD
FTICKELHBIIHIETE 2 E2E X T
K REARHBEEDRS,

7 %

WIS B D STAR & IR DS LIRME % BT
LT, BRERMREDHER X v F 7 —2 L

il

51 A3CER

1) BREFERKER—LX-D,

IZABA VA —2 o P —NEBELTHI
FREELTE ‘ -

FIRERTE 2 TEBICERTESZ L
AELLTE: 27 1 BEETE 1A,
BRAREERICA VI — %y B BALS
¥ ) T4 BEEAEAEEMICREL
THHMEL -,

INoDRBRAEME X, AIAZICHER/D
FREDOHIKIZRLDD, {1 V4 -3y F»5
DBRAEHLS DD EF2) 71 E) v —%
gL, MEEY-LEELERLE,

BIE, 2o b 7— 2 4 HAB/S2T— K%
DT — FOBEFLERITL TS, TTI,
Secure Shell'® DY 2 F ANERENTEH
D, 5% A EHEhZ LS55 LBbh
5, BRRTIEZIheDv 271w EL 1~
V7 FR—RINCIAL DR A TICIIE S
TOEOLAIERTEAL W,

SHOFEE LT, AFY — /S8 EBU
2, KTV 74 TEEEOBNEA 1BAD,
tF )T A EBHEIIONTHHA T X
YA R

-

BRI, A EEEDBIZH > THLAD
TATT7#BHEL, 72 M HLTOR~E
WhERI VT 4 TEEES L — 7 viadmin
DH%, R, X329 7 4 IZBEHLTEAD
B & \\W7=72 72 JPCERT/CC D H %428

http://www.takaoka-nc.ac.jp/tnc/shomu/aims. HTM
2) G NEERORBLANFNOLRE A L%y b7 — o DR LB, SR BHIAELHE

E10% (1997)
3) HERE—-A 25D FELNRERF—LR—-D,
http://www.vl.takaoka-nc.ac.jp/~bstoyama



50 i B

4) S.Garfinkel, G.Spafford : Practical UNIX &Internet Security - 2nd Edition, Chap.2, O’Reilly &
Associates, Inc. (1996)
5) B.Fraser et al.: Site Security Handbook, RFC2196 (1997)
6) B.Panda, J.Giordano: Defensive Information Warfare; Communications of the ACM,Vol.42
No.7, pp31-32 (1999) v
7) CERT Coordination Center: List of Security Tools (1997)
ftp:/ /info.cert.org/pub/tech/tech_tips/security_tools
8) wuftpd DF—LX—,
http:// www.wu-ftpd.org/
9) JPCERT/CC Dk —LX—2,
http://www.jpcert.or.jp/
10) CERT Coordination Center: Intruder Detection Checklist (1997)
ftp://info.cert.org/pub/tech/tech_tips/intruder_detection_checklist
11) E.Guttman et al.: User’s Security Handbook, RFC2504 (1999)
12) GNU7 a2 27 bDER—-LX=T,
http://www.gnu.org/
13) xpasswd Dk —L~X—T,
http://www.bento.ad.jp/fujiya/Lib/ A
14) V.Samar, R.Shemers: Unified Login with Plaggable Authentification Modules (PAM), RFC86.0 (1995)
15) A.G.Morgan: The Linux-PAM Application Developers’ Guide, DRAFT-v0.63 (1998)
16) Secure Shell 7T 5 F 4 « Z—HFF N —T DK —bLR—Y,
http://www.ssh.org/



WKy 7T 4 THAETBEA Y E—F 9 b - H—DEF 1Y F ¢ G 51

A Security Policy of an Internet Server Managed by Local Volunteer
Administrators
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ABSTRACT

An attempt to keep an Internet server open to local peple has been carried out as a community service
of Takaoka National College. The reduction of man power required for system administration and the
security management of computers on the perimeter network are important problems. Volunteer
administrators were invited to reduce the burden of administrators of our college. An Internet server was
established and has been operated for about one year under the administration of the volunteers. As the
security of entire system is determined by the weakest link, a certain level of security should be kept for
every stage of security actions, that is, “protect”, “detect” and “react.” Too strong security often leads
to too many limitations on users’ operations, discouraging users from using the server. So a security
policy which aims at allowing the largest freedom on users as well as keeping the minimum required
security of system was introduced based on the experiences of actual operation. This paper describes
the security policy and its implementation.
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security management, security policy, system administration, internet server, local volunteer,
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